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<configuration>
<system.web>

<authentication mode="Forms'">

<forms name="SampleApp" loginUrl="/login.aspx">

<credentials passwordFormat="SHA1">
<user

name="UserNamel"
password="SHA1EncryptedPassword1"/>
<user

name="UserName2"
password="SHA1EncryptedPassword2"/>
</credentials>

</forms>

</authentication>

</system.web>

</configuration>

Mo/

G, S BB (60,5 4ol s mlaus ;o web.config L root zlaw ;o web.config .machine.config jo g2l ,>1 oo
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S o |, <credentials™> o
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Sl 70
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Al aLila 04> 9 credentials element aS 05,5 w0 g 958 b (60,515 Aol goin, S L

<configuration>

<system.web>

<authentication mode="Forms">

<forms name="SampleApp" loginUrl="/login.aspx">
</forms>

</authentication>

</system.web>

</configuration>

G, BB (60,5 4ol s mlaws ;o web.config L root zlaw ;o web.config .machine.config jo g2l ,>1 oo
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ASP.NET g Sy wislgasiy :SCWS-3
'deployment method retail’ wloakiss 31 8L Lokl :SCWS-3-1

Sl 7
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deployment retail="true” > a5 0,uS" cw,n 5 03,5 ;L |, machine.config L1 dIS ooz (s3lailely 0,bgo 5l oy

Al oads pudass True 4y </

<system.web>
<deployment retail="true" />

</system.web>

za>Mo/

systemroot%\Microsoft. NET\Framework<bitness (if not the /. iz ,o g 05,5 ;L |, machine.config Ll .\

32 bit)>\<framework version>\CONFIG
25,5 adlsl <system.web> iz J=>ls o < deployment retail="true”> L .Y

:machine.config LB ;0 098 oo ploxl YU ailie 0l 2o £F b )51 Y

%systemroot%\Microsoft. NET\Framework<bitness (if not the 32 bit)>\<framework version>\CONFIG
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<configuration>
<system.web>

<compilation debug="false" />
</system.web>

</configuration>

Mo/

ol G, (pl s sl

A8 o 1y las 0590 debp b ol )90 5 00,5 5L 1, 1IS Manager .\

Ables SIS bls |y NET Compilation. (Features View o .Y

o2 False 4y Debug als a5 ouS” Jol> Lol Behavior yisw ,o [NET Compilation. axaw 59, » .V
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L </ customErrors mode="RemoteOnly”> sl s a5 oS ow,p g 03,5 L I, web.config L

il ouls ay ,25 <customErrors mode="0n" />
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Slygiws lawgs g IS Manager 5l oolaiwl b (g0,0,)l8 aelip b Colw y9,m o (sl customErrors Ylei>|
On L, RemoteOnly ae 45 customErrors Slegdass Jlael (gly .ol ool pulais )l )8 las 0 iy ;o AppCmd.exe
il ) Ojge 4 Colocs sl

03,5 ST, Jas o g0 ol g 00,5 5L 1, IS Manager GUI .

3les SIS Bls g lows |, NET Error Pages. ,6Su 1 (Features View ,o .Y

05,5 SIS |, Edit Feature Settings <. ;5 Actions Jo ,o .Y
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olas <system.webServer> iz 5l <httpErrors™> o1 ,s Web.config (so,50 b ;o errorMode aaas
Abl o udiass Custom L DetailedLocalOnly 4 errorMode aS 05,5 cwypm g 00,5 5L 1) o536 L1 ol o

<system.web>

<system.webServer>

<httpErrors errorMode="DetailedLocalOnly">
</httpErrors>

</system.webServer>

a8 oo lis |y Custom L DetailedLocalOnly 4 errorMode dacas Slodas Jlosl o9 15 >l e

2.5 5L Administrative je>e U 1, 1IS Manager GUI .\
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A8 SIS | Edit Feature Settings iy 38 (Actions Lo 0 .0

Detailed errors L Custom error pages Error Responses U->u ) Edit Error Pages Settings ! o)jl:u )olS o

A8 ol | custom error pages for remote requests 4 for local requests
A9 z, > Edit Error Pages Settings (glo,glowe ,olS 51 g S 1) OK Colys o

ASP.NET stack tracing :yog: Jlxé e 31 x84 oy Loebo! SCWS-3-5

ozl 2
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sl (0)Sy BB i ggbans (paiz 0 T 6K

Machine.config

Root-level web.config

Application-level web.config

Virtual or physical directory-level web.config

& 6 1t « =

Individual ASP.Net page level

Trace="false"

Bl Jld e g aile (6,80 a5 0gd Jols laadsl (68 5,8 4ol 51, Web.config gus So LB o

<configuration>

<system.web>

<trace enabled="false">

</system.web>

" Tracing

Yy



Ll 63 o) Cu e 55 5e
Microsoft 11S 8.0 (el oS0

Mo/

b Jleé < deployment retail="true” /> s machine.config L ;o a5 598 Jol> Lokl )
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Trace="false"

160,84l yo sl

<configuration>

<system.web>

<trace enabled="false">

</system.web>

i g )y "NTEPCOOKIE" o goss s 3 (8L (yLiosos! SCWS-3-6

Szl 2

d)L.quL.z o}?r.f

|y sessionState S5 a5 alS cwyp 9 00,5 5L 1) o5 aslp b cole (gl web.config gui S JB

il o oulats b o8 5] eoliul

<system.web>
<sessionState cookieless="UseCookies" />

</system.web>
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Mo/
iCwwl 53 &, g0 4 UseCookies 3l oolaiul (gl sessionState o4 5l cookieless aaras wdatsi glp »3 J=>le

AusS ol olgzds (60,8 delipp b ol ¢jg 5w g 00,5 5L |, 1IS Manager .\
QS SIS Lls Session State ,gSG] (g, » Features View ,o .Y

35,5 il Use Cookies a5 5l Cookie Settings iz ,o .Y

AuS SIS Apply 4eS's Actions o o F

100,85 1>l 5 aile (5,95 ¢jg p zaw ;o sessionState (sais,Sn (sl AppCmd.exe i oolaiwl b

%systemroot%\system32\inetsrv\appcmd set config /commit:WEBROOT /section:sessionState

/cookieless:UseCookies /cookieName:ASP.NET_SessionID /timeout:20

commit:WEBROOT 4.5 oo oslaiwl global zlaws jo <sessionstate™ (guis,Seo (sl Appemd.exe 5l a5 oS

Qj.ngA JLQ-C‘ web. conflg J.DL‘B root o u‘M g_)"‘ ‘).,L.» 03....4 bl LSJ'“"JK"’ J’b 9 ..bl.»/

HttpONly acwas 45 'co0Kies' pukiss 31 (8l Lokl :SCWS-3-7

Szl 2
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wislg> Jled httpOnly L s S'sS 09l 5L (69 ,,5 asli y web.config |18 a5 5 a0 ;0 dIS o Lo (g5laslel, 5l o
130,5 odai true 4 httpOnlyCookies 559 ol o3V Ll (gl .0

< httpCookies httpOnlyCookies="true” />
Mo/

28 5L 1) web.config guis S LB L)
g Adlsl plas &0 4 <system.web> >l </ "httpCookies httpOnlyCookies="true> & .Y

<configuration>
<system.web>
<httpCookies httpOnlyCookies="true" />

</system.web>
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MachineKey validation method - .Net.3.5 " suss Sy 31 oyi8b Lol :SCWS-3-8
ozl 203

isjlwosly ogoei

wlo plxil lgi o 3 g0 @ IS Manager oolaiul b Machine Key v jlicl aie oy sl
299 9 Coownd Glad 4y <90 bL WEBROOT 890 00l (g0in,Sn 45 xbaw 40 9 05,5 5L |, IS Manager .\
03,5 SIS Lls Machine Key (sg, ,» featuresview ,o .Y
il ool Gl YSHA (v )Ll wie (gl a5 958wy (Machine Key axiao o Y

Mo/

pll gui o sl LB iolng L appemd.exe sly>l b og UL 5l oslatwl b Machine key (5 )50, Slagdass

=

Py s

%systemroot%\system32\inetsrv\appcmd set config /commit:WEBROOT /section:machineKey
/validation:SHA1

MachineKey validation method - .Net.4.5' guss,Soy 31 o8l o Laeb! :SCWS-3-9
ozl 2

.'L;)'Luo..té;: 09>
wlo plxil lei o 23 &0 4 IS Manager oolaiul b Machine Key v jLicl aie o)y sl
59 b WEBROOT g 00y (630,80 a5 oxlaw 10 905,5 5Ll 1IS Manager .\

03,5 SIS Lls Machine Key (g4, , features view ,o .Y
Sl oals Gl HMACSHA256 ¢ oww jlicl i (gly a5 04l w0 Machine Key axaw ;o .Y
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Mo/

pll gui o sl LB ilng L appemd.exe sly>l bog UL 5l oslatul b Machine key (6 )50, Slagdass

=

By s

%systemroot%\system32\inetsrv\appcmd set config /commit: WEBROOT /section:machineKey

/validation:HMACSHA256

global .NET Trust Level guu Sy 31 8L o baeb! SCWS-3-10

ozl 2

:L;/,‘Lao.)é;: oj:u'

ols plowl Hlgi co 5 O yae 4 1IS Manager oolaswl L global .NET Trust Level o, » sl

A9y Ceomnd lad 4y g Jlo (lgie 4 g 00l 0 Sy a5 s ;3 5 00,5 5L 1, 1IS Manager .\
03,5 S Lls .NET Trust Levels sq, ,» featuresview ,o .Y

Al ouls sl Medium (web_mediumtrust.config) 45" 0gd o), NET Trust Levels. axao o .Y
Mo/

D55 o0 plxl (g0, So sl b sl g Lappemd.exe sl >l L g Ul 5l oolasul L Trust level (6,155, Sladass

il 33 Do 4 jg e ghaw ;o Medium 4 Net Trust Level. . lais gl y

%systemroot%\system32\inetsrv\appcmd set config /commit:WEBROOT /section:trust

/level:Medium
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‘encryption providers’ ;s,5 Jad 3l sl ybaebl SCWS-3-11
.'L;J‘L..;o.)é;: 09>

ailad, o5l e goe aSol b (6l

100 59) Gy ) 6y, OIS 0 "MachineGuid" (s us, Jlade isu i wile GUID )

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography

il a8, I BUILTINIIS_IUSRS(R) 4™ oy gus (yielas g 0uiS 1>l icacls jgws ecmd 55 )b 51 s .Y

icacls
%ALLUSERSPROFILE%\Microsoft\Crypto\RSA\MachineKeys\76944fb33636aeddb9590521c2e8815a <M

achineGUID>

Mo/

$lyzl o9 4 590 | >l aspnet_regiis.exe jgiws slya! 8 b 5l wilg o lisWasKey 4y o s 05 ]

1wl M‘g oo odlawl NET dw 4 g Sl Py Sy Q]

%systemroot%\Microsoft.NET\Framework<bitness (if not the 32 bit)>\<framework

version>\aspnet_regiis.exe -pr iisWasKey 1I1S_IUSRS

oolazwl .NET Framework v2.0 3l aS° _eiiucews ;0 HIS_IUSRS vl 05,5 a4y (ylgs cowyiwd 500 Oy 3l sl

a8 L YL ewyws bemd SO

S |,>1 1, 555 aspnet_regiis.exe jgwd
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%systemroot%\Microsoft.NET\Framework\v2.0.50727\aspnet_regiis.exe -pr iisWasKey
IIS_IUSRS

%systemroot%\Microsoft.NET\Framework64\v2.0.50727\aspnet_regiis.exe -pr iisWasKey

IIS_IUSRS

s o aSs) oy .05 oo .NET Framework 5l sl aseus o Joli aspnet_regiis.exe ;l ax>lg (gdduns G :aisS

Teeo 8% AT Wad phedas e oo Jlesl (boe3 L o e NET Framework (sasees g, 5 L 1505
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'maxAllowedContentLength’ guss )5y 31 o8l Lol

Sibw Sguzxe s Jo5lo plw g Cuwlgs yo il :SCWS-4

:SCWS-4-1

.'L;J‘L..;o.)é;: o}zJ

S oo Sl 180413 Cmig oS Sy 1S ey 50,5 52l (gly o0 s e 5l 59l e 4o

S 5L 1) Cwl ouds Cw cCanlgs o ild QT 5o a8 4ol b g colusg web.config b« s cws asl ol

S5 ) Jlie el 00y puss lade les maxAllowedContentlength (gl ool (s 25 Jladoe a5 Wl yialas g

e oo lid |y LUK 28.6

S dges

<configuration>

<system.webServer>

<security>

<requestFiltering>

<requestLimits
maxAllowedContentLength="30000000" />
</requestFiltering>

</security>

</system.webServer>

</configuration>

Mo/

So8l,S ol las gl asl b g Coling oy 6 5l conl ;Ses MaxAllowedContentlength cowlgs o 2ld
Losiino b/ g 098 pulais command-line o ey G )0 AppCmd.exe giws 3 )b 5l caiS o oolaiul IS Manager

IS Manager 815 Laly 5 )b 5l nudais (gl 0 5 dy plool config slo b iolng 3,k 3

A8 56 1, 1S Maneger

S S (ol S (6,555 plo b g aeli p cCol 9, (59,  CONNections o o

2S SIS Request Filtering gg, Home i jo

AS SIS Actions o o Edit Feature Settings (sq,
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3,90 3, 8los ao3 oo ojlal laasliy 4y a5 1, Culh axly jo Iy jlade yiSTas> (Requst Limits yisw o .0
(Coble YALZ logas )V e oo v v e e Slie asS o )lg caisS Sbsb 1) 045 i

sy bemd G oy 55 jews AppCmd.exe jgws 5,k 5l calgs o pld pl oS caw gl

%systemroot%\system32\inetsrv\appcmd set config /section:requestfiltering

/requestLimits.maxAllowedContentLength:30000000

'maxURL request filter' o, 51 (8L Lokl :SCWS-4-2
.'L;)'L.uodé?g 09
Wil ool 8, ld 40 0uls o 0> 5l gl Ldas eals Cewlgs ;o URL aSlile) 40 404.14 Candg oS S IS

S e L)

Iy Gl oo S eamlgsjo ild T 0 a5 (gl aelip b Coluog 51y |, web.config Ll « s cws ol sy
AS anli |y maxURL (gl p ool cpod jlaie .0sS 5L

<configuration>
<system.webServer>
<security>
<requestFiltering>
<requestLimits
maxURL="4096" />
</requestFiltering>
</security>
</system.webServer>

</configuration>
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Mo/

IS Manager 81,5 Laly 5l a5 ol aulipn b g Colusg o), SO 6lp Conl (Koo MaxURL ey po i3
sl BB iulhe b ladius /g command-line o > G 0 AppCmd.exe Oljgiws 3,k 5l caiS oo ool

IS Manager S8l S5 Laly 5 )b 5l pudais (6l 0 pdy o plxl config

S 5L 1, 11IS Manager )

S S 0gd pudas b aS (5,955 wlo b g 4l «cul «Connection g, s «Connections Ly o .Y

IS Sl ezanlsS o S yild (g5, 52 Home Ly Y

2SS SIS Edit Feature Settings (gg, , Actions Ly o ¥

0u G g St gladeli 3ol 5l aST ] ol asly yo leixe jlade iSTas Requst Limits oo o0 .0
VLR P PRv

o pmod bemd SO jo ) 55 Ol jgiws AppCmd.exe jgiws SO 5,k 5l Canles o pld pl 0 )5 Cow gl
RVELEIEH R W

%systemroot%\system32\inetsrv\appcmd set config /section:requestfiltering
/requestLimits.maxURL:4096

MaxURL="4096" &g o 3 iy Iie cdily 00 o s SO (55, 52 St yiled Cenlss )5 aSiile 1SS
Vvl Y

"MaxQueryString request filter' guis 5oy 31 b Lol SCWS-4-3

.'L;)'Luooé;: 09>

40 4804.15 Consog oS SO maxQueryString pld Casles )0 40 ool i a5l el oy casles 0 G S

Se g0 7y IS SY L

QS 50 1) el o w1 (6l yilS aS gl aalip b g Coluss sl 1, web.config s s sws 0l sy

el 00l i oo ylen maxQueryString gl oo (i e lade a5 Wya yilae
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<configuration>
<system.webServer>
<security>
<requestFiltering>
<requestLimits
maxQueryString="2048" />
</requestFiltering>
</security>
</system.webServer>

</configuration>

Mo/

IS Manager  SC31,5 Loyl 5l aS gl aelp b g Coling )90 S (sl Xl o MaxQueryString Cowlgs o i3

Gk 5l leiiwss L/ command-line (s o,y G 0 AppCmd.exe Ol jgiws &b 5l wlgh co S o ool

S pdy plel config LB ol

IS Manager S8l S Ll 3 b 5l oudais (gl

28 56 1, 11S Manager

gy ekl 6l 6,68 plo b asl p «culu cconnection Cwend 4 connections | o

a5 SIS Request Filtering g, Home o o

AS SIS Actions | o Edit Feature Settings (g, »

command prompt G |y 155 jsiws AppCmd.exe «,giws S 5l oolaiwl b (Request Limits oo o
IRVELR e

A

v
v
¥
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%systemroot%\system32\inetsrv\appcmd set config /section:requestfiltering

/requestLimits.maxQueryString:2048
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Dygar PR Gl

W eal pleew  SG (g9, Request  filtering 3
Al s maxQueryString="20

TR

48”

LURL 3 Sl pud sld 55,15 jem0 poc I o8l oyLrals! SCWS-4-4
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Sed oo gy IS SY L ;5 404.12 o5 S wasly high-bit 1515 ol aSil oy culss o S5 ST

09.) OMWQT 6‘).» wly)o),l,_eddl ML))JL)B wl.w..:s LS‘)" bwebconflg JJL‘J s).u_:.: LSA-AAJQ ‘.\ul; 6‘).:
) Oyg0 4 bl go false il (gl oals iy i jlade a5 wyed yiedae S 5L,

<configuration>
<system.webServer>
<security>

<requestFiltering

allowHighBitCharacters="false">

</requestFiltering>
</security>
</system.webServer>

</configuration>

Mo/

NS S35 lavly 5l as gl aslp b g Colusg oy SO (5l Wlgs oo AllowHighBitCharacters cowlgs jo i3

oy i yb 5l leiiuss b g command-line o iy ;o AppCmd.exe Ol jgiws 3 ,b 5l g 0 o oolaiwl Manager
IS Manager G815 Laly 5 )b 5l odais (gl 0 pdy oo plol config 16

A8 56 1, 1S Manager

Qg mebaid 6l (6,955 plo b culu connection Ceoud 4 cconnection | o

2S SIS Request Filtering gg, Home i jo
2SS SIS Actions |, o Edit Feature Settings (gg,
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.25 uncheck |, Allow High-bit characters General iz ;o .0
Sletin 4 5ls as Slacole o Slae (g5, Cwl ;Sew URL o high-bit Sl sla 55,15 4y jolas ol :aisS
Al aly ke Syl ol o ol gl

s ywd b command prompt G o 1y 55 jgiws AppCmd.exe jgiws 5,k lcwlss o pld pl las ol
AS =YL

%systemroot%\system32\inetsrv\appcmd set config /section:requestfiltering

/allowHighBitCharacters:false

URI ,o high-bit (sla 25,15 a5 canyl o > il coal pivwew (59, Request Filtering a5 o84 :aiSS
Db 5l

Double-Encoded lacawlgs yo 5, 31 o8l o bwob! :SCWS-4-5

.'L;)'Luooé?: 09

HTTP Cuxdy gl 404.11 05 S sl double-encoded cawlgs 0 G ol a5 Lo cpl 4 ccanlgs 0 S 31
Sed s gy IS SY LB o

Sgp 0dds Caw ol lp Cnlgsyo ild aS ol aalip b g Colung 1y |, web.config Ll « s e dol sl
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<configuration>
<system.webServer>
<security>

<requestFiltering
allowDoubleEscaping="false">
</requestFiltering>
</security>
</system.webServer>

</configuration>

Mo/

NS S3l,3 Loty 5l as ol aebp b g Culung ¢jg,m SO (sly wilgs oo allowDoubleEscaping cuwlgs o il8

Gk 3l lewiiins b/ g command-line o >y G o AppCmd.exe &l jgiws 5,k 3l g

S oo oolaiul Manager

IS Manager 81,5 Ly 5 ,b 5l config (gl .0 ndy slesl config bl il

A8 5L 1, 1S Manager )

Qg0 pebaid slp (6,855 plo b ol cconnection a3 4 connection i o

4SS SIS Actions | o Edit Feature Settings (s,

v
4SS SIS Request Filtering g, Home J—“ » ¥
¥
I

.S uncheck |, Allow double escaping General _isw ;o

5 ,Shoe b 0gd o true ply sl o allowDoubleEscaping ol sl "+" ol URL G o b1 S5 oL 3T
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%systemroot%\system32\inetsrv\appcmd set config /section:requestfiltering

/allowDoubleEscaping:false
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'HTTP Trace Method" (ysgs Jled s 31 (8L Lol :SCWS-4-6

.'L;)‘Luo.)[,,;: 09>

Jlos,l CaodS a5 &S oo SO 1) HTTP Casslgs 0 SO Cenlgsjo 1ld aSile; 4o |, HTTP 4046 (sllas S IS
RCLYP

Sgp 0dds Cew l lp el o ild aS ol aslip b g Colung 1y |, web.config Ll « s o i gl y
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HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 56/128\Enabled
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HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 64/128\Enabled
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HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 128/128\Enabled
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HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 40/128\Enabled
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HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 56/128\Enabled
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HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 64/128\Enabled
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HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\RC4 128/128\Enabled
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HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\Triple DES
168/168\Enabled

AR



L_engo),_asl w).n)vo;fc _'-
Microsoft 11S 8.0 .l o5 ‘

Mo/

a5 Wad O,l0 3¢9 adS S1.5,la5 0 s oudS aS Bug oy Triple DES 168/168 > s gl
2 g DIS 2979 P DI 999 1) e 2 g ) S
el 00 (o laSOXFFFFFFFF

HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\Triple DES
168/168\Enabled
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HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\AES 128/128\Enabled
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HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\AES 128/128\Enabled

AES 256/256 Cipher Suit ;yog Jus 51 il bwsb! SCWS-7-13
:Lg)'L.;oQL:.; 6"3";

el Jled AES 256/256 ,aLes aSisl asls sl

sp VoAl e b g anS Bds 13T ol o wols 392 ST.0 )l 392 g 5 aulS 45 Wyed yhelae

HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\AES 256/256\
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HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\AES 256/256\Enabled
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HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\AES 256/256\
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HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers\AES 256/256\Enabled
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TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384_P384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256_P256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384_P256
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HKLM\System\CurrentControlSet\Control\Cryptography\Configuration\Local\SSL\00010002\Functions
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TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384_P384
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TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256_P256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384_P256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P256
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TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA

HKLM\System\CurrentControlSet\Control\Cryptography\Configuration\Local\SSL\00010002\Functions
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